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Introduction (cont.)
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Introduction (cont.)
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Introduction (cont.)
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Introduction (cont.)
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Introduction (cont.)

Internal

Management Risk Management Audit

-

= Management are responsible for risks and controls

= Risk management are responsible for assisting
management with risks and controls

= Internal audit are responsible for independently
assessing risks and controls
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Objectives

= Anyone involved in management of risks must
understand business

= In addition, they must understand strategic plan,

as well as related goals and objectives




Objectives (cont.)

“If you fail to plan, you plan to fail”




Objectives (cont.)
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Objectives (cont.)

Vision

= Short, inspirational statement which expresses

future of organisation
Mission

= Short statement which describes organisation’s

“reason for being”, including “what ?7, “who ?7,

“how ?” and “why ?”




Objectives (cont.)

Values

= Underlying principles which govern behaviour of

organisation and its people

Goals

= Things we must do to be successful




Objectives (cont.)

Objectives

= Specific outcomes which must be achieved to
satisfy these goals, including strategic,

operational, financial and compliance

Operational plans

= Shorter term action plans to achieve these goals

and objectives




Objectives (cont.)

Current Strategic Desired

Status Plan Status

= Where we are today
= Where we want to be in future

= Strategic plan shows what things we need to do to

get from current status to desired status

get from current status to desired status

(‘
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= Operational plan shows how we do these things to 2




Objectives (cont.)
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Risks

= Things that might occur which will effect
organisation’s objectives, whether positively or

negatively

= These things which positively effect these

objectives are usually known as opportunities

= These things which negatively effect these

objectives are still known as risks




Risks (cont.)




Risks (cont.)

= Risks aren’t isolated events

= Trigger, intermediate and risk event

= Consequence and impact




Controls

= Things to be done to mitigate risks




Controls (cont.)

Preventive controls

Directive controls

Detective controls

Corrective controls




Controls (cont.)

Preventive Directive

Controls Controls
Reduce Impact —

Directive Corrective

— Reduce Probability Control
ontrols

Controls

Detective

Controls




Let’'srecap .....

Objectives

Functions /
Processes

Controls




Assurance

= Process of evaluating organisation’s management

of risks and controls




Assurance (cont.)
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Assurance (cont.)




Assurance (cont.)

» Risk management
= Compliance

= [nternal audit




Assurance (cont.)

Established by

Management Objectives
Functions /
Processes

Managed by

Management

Controls




Assurance (cont.)

Objectives

Functions /
Processes

Supported by
Risk Management

Controls




Assurance (cont.)

Objectives

Functions /
Processes

Controls

Supported by
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Assurance (cont.)

Objectives

Functions /
Processes

Evaluated by
Internal Audit
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Completed by &
Internal Audi
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Assurance (cont.)

High Level

Boards

Senior Management

Operational Management

Detailed




Assurance (cont.)
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Assurance (cont.)

Management

Strategic

Operational

Financial
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Assurance (cont.)

Management Internal Audit

. Strategic

Operational

Financial

Compliance




Assurance (cont.)

High Level
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Assurance (cont.)
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Assurance (cont.)

High Level
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Risk Management/
Internal Audit
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Again, let’srecap .....

Objectives

Functions /
Processes

Controls




Risk Management

= Process to manage risks within organisation




Risk Management (cont.)

If you can’t measure it,

you can’t manage it




Risk Management (cont.)
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Risk Management (cont.)

Risk

Identification

= For each objective, identify functions / processes that
support this objective

= For these functions / processes, identify risks that
might affect this objective

= Assess these risks

= Measure level of inherent risk




Risk Management (cont.)

= Risk appetite is amount of risk that management is
wiling to accept




Risk Management (cont.)

Unacceptable

Level of
Inherent Risk Appetite

Risk



Risk Management (cont.)

Inherent Risk

Probability




Risk Management (cont.)

Risk Risk

Identification Assessment

= For these risks, assess controls that prevent, detect,

and correct these risks

= Measure level of controlled risk




Risk Management (cont.)

Existing Unacceptable

Controls

Level of

Risk Appetite

Inherent

Risk Level of
Controlled
Risk




Risk Management (cont.)

Probability

Inherent Risk

Existing Controls

Controlled Risk




Risk Management (cont.)

Risk Risk Risk
Identification Assessment Mitigation

= If level of controlled risk exceeds risk appetite,

design risk responses to further reduce level of risk

= Measure level of residual risk




Risk Management (cont.)

* Terminate risk
= Treat impact and / or probability of risk
= Transfer risk via insurance, out-sourcing, etc.

= Tolerate risk




Risk Management (cont.)
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Risk Management (cont.)
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Risk Management (cont.)

Inherent Risk

Existing Controls

Controlled Risk

Probability

Planned Controls

Residual Risk
3 4

Impact
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Risk Management (cont.)




Risk Management (cont.)

High Risk Medium Risk Low Risk




Risk Management (cont.)

Manage

Risks

Probability




Risk Management (cont.)

Probability

Develop

Contingency

Plans

Impact
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Risk Management (cont.)

V-

Develop

Procedures

A

Probability




Risk Management (cont.)

Probability

Monitor
Risks




Again, let’srecap .....

Objectives

Functions /
Processes

Controls




Internal Audit

= [Internal auditing is independent, objective
assurance and consulting activity designed to add

value and improve organisation’s operations

= [t helps organisation accomplish its objectives by
bringing systematic, disciplined approach to
evaluate and improve effectiveness of governance,

risk management and control processes




Internal Audit (cont.)

= Annual audit planning
= Audit planning

=  Audit fieldwork

= Audit reporting

= Audit follow-up




Internal Audit (cont.)

Annual
Audit
Planning

Audit Audit
Reporting Planning

Audit
Fieldwork

Page 67




Internal Audit (cont.)

Annual Audit Planning

= Annual plans should be developed based upon

macro-risk assessment




Internal Audit (cont.)

Audit Universe 2 Auditable Entities




Internal Audit (cont.)

= Objectives
= Functions
= Processes

= Others




Internal Audit (cont.)




Internal Audit (cont.)

= Risk factors

= Specific risks




Internal Audit (cont.)

Risk Factors

= For each auditable entity:

Determine risk factors
Determine weightings
Assign scores
Calculate risk scores

Assign risk levels




Internal Audit (cont.)

Risk Factors (cont.)

Risk Factors Weightings Scores
= Factor A 0.5 8
= Factor B 0.25 10
= Factor C 0.25 3
Grand Total

Totals
4
2.5

0.75

7.25




Internal Audit (cont.)

Risk Factors (cont.)

= Convert grand total to risk level:
- Highrisk:7-10
= Mediumrisk:4-6

- Lowrisk:1-3




Internal Audit (cont.)

Risk Factors (cont.)

Risk Factors Weightings Scores Totals

= Factor A 0.5 8 4

= Factor B 0.25 10 2.5

= Factor C 0.25 3 0.75
Grand Total 725 /‘;




Internal Audit (cont.)

Auditable Entity # 1

Auditable Entity # 2

Auditable Entity # 3

Auditable Entity # 4




Internal Audit (cont.)

Specific Risks

= For each auditable entity:
- Link specific risks

= Summarise risks levels




Internal Audit (cont.)

Auditable Entity # 1

Auditable Entity # 2

Auditable Entity # 3

Auditable Entity # 4




Internal Audit (cont.)

High Risk Medium Risk Low Risk




Internal Audit (cont.)

* Determine approach
= Determine effort

= Determine frequency




Internal Audit (cont.)

Audit Planning

= Audits should be planned based upon micro-risk

assessment, potentially using those risks identified

through risk management




Internal Audit (cont.)

Audit Fieldwork

= Audits should be completed based upon micro-risk

assessment




Internal Audit (cont.)

Audit Reporting

= Audits should be reported based upon micro-risk

assessment




Internal Audit (cont.)

Audit Follow-up

= Audits should be followed-up based upon micro-risk

assessment




Conclusion
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Conclusion (cont.)
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Conclusion (cont.)
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Conclusion (cont.)
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